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(54) TRANSMITTER AND ITS TRANSMISSION METHOD 
(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a transmitter that can transmit literary 
works to a receiver while taking the copyright protection into account by 
performing authentication/ key exchange only with the receiver in existence on a 
local network and to provide its transmission method. 

SOLUTION: The transmitter 10 is connected to the local network 12. This 
transmitter 10 consists of a transmission section 24 that transmits encrypted 
data including literary works such as movies and music data to a receiver 18a, a 
local communication discrimination section 22 that discriminates whether or not 
the receiver 18a is connected to the local network 12, and an authentication/key 
exchange section 20 that performs authentication/key exchange with the 
receiver 18a only when the discrimination section 22 discriminates that the 
receiver 18a is connected to the local network 12. 
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CLAIMS 
[Claim(s)] 

[Claim 1] The transmitting section which is the sending set which is connected to 
the local network which can connect only a specific terminal, and transmits the 
enciphered data to a receiving set, and transmits encryption data to this 
receiving set, The sending set characterized by having the decision section 
which judges whether said receiving set is connected to said local network, and 
the authentication and the key exchange section which perform authentication 
and key exchange between said receiving sets only when it is judged that it 
connects with said local network. 

[Claim 2] Said authentication and key exchange section are a sending set 
according to claim 1 characterized by what the authentication and the key 



exchange demand from said receiving set are refused for when it is judged that 
said receiving set is not connected to said local network. 
[Claim 3] Said decision section is a sending set according to claim 1 
characterized by what it has a means to detect whether both said sending set 
and a receiving set exist on the same address assigned to said local network for. 
[Claim 4] Said detection means is a sending set according to claim 3 
characterized by what it has a means to collate whether the subnet ID of the 
packet sent from said receiving set is in agreement with the subnet ID of said 
sending set for. 

[Claim 5] Said decision section is a sending set according to claim 1 
characterized by what it has a means to detect whether both said sending set 
and a receiving set exist in the same local scope for using the scope field of the 
packet sent from said receiving set. 

[Claim 6] The packet sent from said receiving set is a sending set according to 
claim 4 or 5 characterized by what is been the packet which constitutes the data 
Request to Send, or the authentication and the key exchange demand to said 
sending set from said receiving set. 

[Claim 7] The process which is the transmitting approach of transmitting the data 
enciphered from the sending set connected to the local network which can 
connect only a specific terminal to a receiving set, and receives the data 



Request to Send from this receiving set, The process which transmits encryption 
data to said receiving set based on this data Request to Send, The process 
which receives the authentication demand from said receiving set, the process 
which judges whether said receiving set is connected to said local network, and 
only when it is judged that said receiving set is connected to said local network, 
between said receiving sets The transmitting approach characterized by 
including the process which performs authentication and key exchange. 
[Claim 8] Said decision process is the transmitting approach according to claim 7 
characterized by what the step which detects whether said receiving set exists 
on the address assigned to said local network is included for. 
[Claim 9] Said decision process is the transmitting approach according to claim 7 
characterized by what the step which detects whether said receiving set exists in 
the same local scope as a sending set is included for. 

[Claim 10] The transmitting approach according to claim 7 characterized by what 
the process which transmits the notice of authentication disapproval at said 
receiving set is further included for only when it is judged that said receiving set 
is not connected to said local network after said decision process. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the sending set equipped with 
the function to realize protection of copyrights, and its transmitting approach. 
[0002] 

[Description of the Prior Art] The goods called digital information appliances 
have been increasing with progress of digitization and a network in recent years. 
Digital information appliances are goods groups from which spread is expected 
with initiation of digital broadcasting. Goods treating a digital data digital content, 
such as television corresponding to digital broadcasting, and a set top box, 
digital VTR, a DVD player, a hard disk recorder, are widely contained in these 
digital information appliances. 

[0003] In case such digital information appliances are used, protection ** by the 
copyright of a work is mentioned as one of the matters which should be taken 



into consideration, digital data is easy to copy illegally while an advantage, like 
there is no quality degradation at the time of a copy is emphasized - etc. - it is 
because it has a fault. For example, IEEE1394 which is the digital network which 
connects digital AV equipments is equipped with authentication and a key 
exchange style, and the function of data encryption for prevention of literary 
piracy. 

[0004] Here, the case where AV data which need protection of copyrights are 
transmitted to a receiving set from a sending set is considered. In this transfer, 
the point which should be careful of is a point that it is the premise of protection 
of copyrights to exchange required AV data of protection of copyrights within 
limits which an individual or a family enjoys. And an exchange of AV data 
between others is the point that it should not be carried out, unless payment of 
an audience fee, a royalty, etc. follows. 
[0005] 

[Problem(s) to be Solved by the Invention] Although it is thought that the class of 
digital network will increase in the future [ near ] to wireless and various classes, 
such as a personal computer network, the present condition is that protection of 
copyrights is not yet taken into consideration about these many. 
[0006] Moreover, as there is a network broadly and it was explained above from 
the local thing to the global thing, from a viewpoint of protection of copyrights, 



the need has distinguished clearly. 

[0007] This invention solves such a technical problem, is checking whether a 
receiving set existing in a local screen oversize, and aims at offering the 
receiving set which exists in a local screen oversize, the sending set which can 
perform authentication and key exchange, and its transmitting approach. 
[0008] 

[Means for Solving the Problem] The transmitting section which this invention is 
connected to the local network which can connect only a specific terminal, and is 
the sending set which transmits the enciphered data to a receiving set, and 
transmits encryption data to a receiving set in order to solve the 
above-mentioned technical problem, the decision section which judges whether 
the receiving set is connected to the local network, and the authentication and 
the key exchange section which perform authentication and key exchange only 
between the receiving sets judged to connect with a local network -- since - it is 
characterized [ 1st ] by being the sending set constituted. Here, a "local network" 
is a network with which an exchange of the data between an individual's within 
the limits or a family is performed, for example, is home networks, such as 
IEEE1394. 

[0009] In the 1st description of this invention, the exchange of data which should 
perform protection of copyrights is permitted by considering that only the 



communication link closed within the net [ this / local ] is the communication link 
for enjoying oneself between an individual or a family. And since it cannot 
consider that the communication link which is not closed with this local network 
is the communication link for enjoying oneself between an individual or a family, 
the exchange of data which should perform protection of copyrights is not 
permitted. For this reason, the receiving set which requires data playback judges 
beforehand whether it exists in a local screen oversize, and the exchange of 
data in consideration of protection of copyrights of it is attained by performing 
authentication and key exchange with a receiving set based on that decision 
result. Namely, only the receiving set connected to the local network performs 
authentication and key exchange, and, thereby, can decode the enciphered data 
now. 

[0010] The 2nd description of this invention starts the transmitting approach 
which the sending set stated in the 1st above-mentioned description realizes. 
The process which is the transmitting approach of transmitting the data 
enciphered from the sending set connected to the local network which can 
connect only a specific terminal to a receiving set, and receives the data 
Request to Send from the receiving set, The process which transmits encryption 
data to a receiving set based on the data Request to Send, The process which 
receives the authentication demand from a receiving set, the process which 



judges whether the receiving set is connected to the local network, and only 
when it is judged that the receiving set is connected to a local network, between 
receiving sets It is the transmitting approach which includes at least the process 
which performs authentication and key exchange. 
[0011] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention 
is explained to a detail with reference to a drawing. In the publication of the 
following drawings, the same or similar sign is given to the same or similar part. 
[0012] Drawing 1 is a block diagram with which the sending set concerning the 
gestalt of operation of this invention has been arranged and in which showing 
the whole network-system configuration. As shown in drawing 1 , the sending set 
10 concerning the gestalt of operation of this invention is connected to the local 
networks 12, such as Ethernet (trademark). And a router 14 is connected to the 
local network 12, and the local network 10 and the Internet 16 are connected by 
the router 14. Receiving set 18a will be connected to the local network 12, 
receiving set 18b will be connected to the Internet 16, and both receiving sets 
18a and 18b tend to receive AV data transmitted from a sending set 10. As AV 
data, a text, a photograph and an illustration, pictures, animation, a movie, music, 
voice, a TV program, WWW data, etc. are mentioned. Here, in order to attain 
simplification of explanation, a work is contained in some AV data, or suppose 



that the AV data itself are a work. 

[0013] Here, the case where required AV data of protection of copyrights are 
transmitted to receiving sets 18a and 18b from a sending set 10 is considered. In 
this case, as explanation of a Prior art also described the point which should be 
careful of, within an individual or limits which it gives a broad interpretation of 
and which a family enjoys, it is the premise of protection of copyrights to 
exchange AV data, unless payment of an audience fee or a royalty follows, I 
hear that an exchange of AV data between others should not be performed but, 
and there is. For example, as an exchange of the data between others, the open 
communication link through public networks, such as the Internet and a 
telephone network, is mentioned, and the communication link closed to home 
networks, such as IEEE1394, is mentioned as an example of a type of an 
exchange of the data between the homes within the limits of an individual. 
[0014] Then, in order to perform protection of copyrights, the following two 
regulations are used about AV data transfer in the network system of drawing 1 . 
[0015] (A) The communication link closed on the local network 12 permits the 
exchange of AV data which should perform protection of copyrights. 
[0016] (B) The communication link which is not closed with the local network 12 
does not permit the exchange of AV data which should perform protection of 
copyrights. 



[0017] It is because it can be regarded as the communication link for enjoying 
the communication link which closed the regulation of the above (A) with the 
local network 12 between an individual or a home here, and is because it cannot 
usually consider that the communication link which does not close the regulation 
of the above (B) with the local network 12 is the communication link for enjoying 
oneself between an individual or a home. 

[0018] Drawing 2 is the block diagram showing the configuration of the sending 
set concerning the gestalt of operation of this invention. As shown in drawing 2 , 
the sending set 10 concerning the gestalt of this operation The authentication 
and the key message-exchange section 20 which performs the authentication 
and the key message exchange between receiving sets 18 (18a, 18b), The local 
communication link decision section 22 which judges to any of the regulation of 
the above-mentioned (A) and (B) the communication link with the receiving set 
18 which requires authentication and the key message exchange corresponds, 
the transmitting section 24 which transmits enciphered AV data to a receiving set 
18, and the network interface 26 used as an interface with the local network 12 ~ 
S j nce _. jt is constituted. Although the local communication link decision section 
22 is arranged in authentication and the key message-exchange section 20, of 
course, drawing 2 is available for it, even if arranged out of authentication and 
the key message-exchange section 20. 



[0019] Next, with reference to drawing 3 thru/or drawing 5 , actuation of the 
sending set concerning the gestalt of operation of this invention is explained. 
Drawing 3 is a processing sequence chart between the sending set 10 
concerning the gestalt of operation of this invention, receiving set 18a connected 
to the local network 12, and **, drawing 4 is a processing sequence chart 
between the sending set 10 concerning the gestalt of operation of this invention, 
receiving set 18b connected to the Internet 16, and **, and drawing 5 is a flow 
chart which shows the procedure of the transmitting approach of the sending set 
10 concerning the gestalt of operation of this invention. 

[0020] (b) In step S101 of communication link (1) drawing 3 between a sending 
set 10 and receiving set 18a, receiving set 18a requires playback of AV data 
from a sending set 10 through the local network 12 (step S301 of drawing 5 ). 
The playback demand of AV data is performed by being publishing the 
command of a playback demand for example, using an audio-visual control 
(AV/C) command. 

[0021] (2) In step S102 of drawing 3 , the sending set 10 which received the 
Request to Send of AV data transmits AV data enciphered with the encryption 
key K1 to receiving set 18a through the local network 12 for protection of 
copyrights (step S302 of drawing 5 ). 

[0022] (3) In step S103 of drawing 3 , receiving set 18a which received 



enciphered AV data requires authentication and key exchange from a sending 
set 10 (step S303 of drawing 5 ). 

[0023] (4) In step S104 of drawing 3 , the sending set 10 which received 
authentication and a key exchange demand judges whether receiving set 18a 
exists on the local network 12 based on the packet of its authentication and key 
exchange demand (step S304 of drawing 5 ). The following two are mentioned 
as criteria it can be judged that exist on the local network 12. 
[0024] (C) The source address ID of authentication and a key exchange demand 
packet, i.e., the subnet of address ** of receiving set 18a, be in agreement with 
the subnet ID of sending set 10 self. 

[0025] (D) The scope field of an IPv6 packet should show the local scope. 
[0026] In addition, even if it performs this decision based on the packet of the 
playback demand from receiving set 18a, of course, it is not cared about. When 
an alteration etc. is made during the transfer, it becomes impossible moreover, 
for the packet of these playback demand and the packet of authentication and a 
key exchange demand to perform exact decision. For this reason, the signature 
for alteration detection etc. should be performed to the value of the source 
address of each packet, and each scope field. 

[0027] (5) Since receiving set 18a exists on the local network 12 (step S304YES 
of drawing 5 ), in step S105 of drawing 3 , a sending set 10 performs 



authentication and key exchange between receiving set 18a (step S306 of 
drawing 5 ). By this authentication and key exchange, receiving set 18a receives 
a decode key required for decode of encryption AV data. For example, if the 
code technique used is a common key encryptosystem, the decode key is the 
same as the encryption key K1 . 

[0028] (6) In step S106 of drawing 3 , receiving set 18a which received the 
decode key K1 decodes AV data received previously. 

[0029] (b) In step S201 of communication link (1) drawing 4 between a sending 
set 10 and receiving set 18b, receiving set 18b requires playback of AV data 
from a sending set 10 through the Internet 16, a router 14, and the local network 
12 (step S301 of drawing 5 ). The playback demand of AV data is performed by 
being publishing the command of a playback demand like the case where it is 
the above-mentioned (**), for example, using an audio-visual control (AV/C) 
command. 

[0030] (2) In step S202 of drawing 4 , the sending set 10 which received the 
Request to Send of AV data transmits AV data enciphered with the encryption 
key K1 to receiving set 18b through the local network 12, a router 14, and the 
Internet 16 for protection of copyrights (step S302 of drawing 5 ). 
[0031] (3) In step S203 of drawing 4 , receiving set 18b which received 
enciphered AV data requires authentication and key exchange from a sending 



set 10 (step S303 of drawing 5 ). 

[0032] (4) In step S204 of drawing 4 , the sending set 10 which received 
authentication and a key exchange demand judges whether receiving set 10b 
exists on the local network 12 based on the packet of its authentication and key 
exchange demand (step S304 of drawing 5 ). 

[0033] (5) Since receiving set 18b does not exist on the local network 12 (step 
S304NO of drawing 5 ), in step S205 of drawing 4 , a sending set 10 notifies 
authentication disapproval to receiving set 18b (step S305 of drawing 5 ). By this 
authentication disapproval, receiving set 18b cannot obtain a decode key 
required in order to decode AV data received previously. For this reason, 
receiving set 18b which does not exist on the local network 12 becomes possible 
[ preventing ] about AV data coming to hand unjustly. 

[0034] Thus, according to the gestalt of operation of this invention, it becomes 
possible to transmit required AV data of protection of copyrights only to the 
receiving set which exists in a local screen oversize. For this reason, it becomes 
possible to protect appropriately the work transmitted on the network which is 
increasing steadily with digitization and a network in recent years, and that 
importance is very high. 
[0035] 

[Effect of the Invention] According to this invention, the receiving set which exists 



in a local screen oversize, and the sending set which performs authentication 
and key exchange are realizable by checking whether a receiving set exists in a 
local screen oversize. 

[0036] According to this invention, the receiving set which exists in a local screen 
oversize, and the transmitting approach of performing authentication and key 
exchange are realizable by checking whether a receiving set exists in a local 
screen oversize. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram with which the sending set concerning the 



gestalt of operation of this invention has been arranged and in which showing 
the whole network-system configuration. 

[Drawing 2] It is the block diagram showing the concrete configuration of the 

sending set concerning the gestalt of operation of this invention. 

[Drawing 3] It is a processing sequence chart between the sending set 

concerning the gestalt of operation of this invention, and a receiving set. 

[Drawing 4] It is a processing sequence chart between the sending set 

concerning the gestalt of operation of this invention, and a receiving set. 

[Drawing 5] It is the flow chart which shows the procedure of the transmitting 

approach of the sending set concerning the gestalt of operation of this invention. 

[Description of Notations] 

10 Sending Set 

12 Local Network 

14 Router 

16 Internet 

18 Receiving Set 

20 Authentication and Key Message-Exchange Section 
22 Local Communication Link Decision Section 
24 Transmitting Section 
26 Network Interface 
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